HACKS - SCANDALS - THE LAW

CHEATING, HACKING
& DOPING IN ESPORTS

Inside the Scandals — and the Laws Fighting Back

A complete investigation into how players cheat, the hackers exploiting esports, the doping scandals that shook the industry —
and the criminal laws now being used to fight back.

3 MONTHS 37 COACHES 2 YEARS

JAIL TIME — SEA GAMES CASE BANNED IN ONE CS:GO PROBE MAX PRISON — S. KOREA GIPA
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WHAT'S INSIDE

Roadmap of the Investigation

Why Esports Gets Cheated

Million-dollar prize pools meet weak global oversight

Ringers, Boosting & Stand-Ins

The 2026 SEA Games scandal and identity fraud

Doping & Drug Use

The Adderall scandal and the anti-doping response
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Software Cheats & Hacking

Aimbots, wallhacks, spectator bugs & live exploits

Match-Fixing & Betting Fraud

South Korea's StarCraft scandal & criminal prosecutions

The Laws That Govern Esports

Computer-crime statutes, GIPA, ESIC & global enforcement
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CHAPTER 1 - THE ROOT CAUSE

Why Esports Gets Cheated

High prize pools, global anonymity, and inconsistent oversight create the perfect storm.

Money on the Line

Top tournaments now offer S40M+
prize pools — turning small edges into
life-changing payouts.

CHAPTER 1 — WHY ESPORTS GETS CHEATED

No Single Authority

Esports has no global governing body
like FIFA. Rules vary by publisher,

league, and country.

L]

Software-Based Sport

Because the “field of play” is code, it
can be hacked, modified, or exploited

remotely.

Hard to Detect

Cheats can be subtle — a hidden
phone, a shared screen, a tweaked

driver — and easy to hide on review.



CHAPTER 2 - SOFTWARE & HACKING

How Hackers Break Competitive

Aimbots & Triggerbots Wallhacks & ESP Bug & Glitch Exploits Server & DDoS Attacks
Software that auto-aims or auto-fires Reveals enemy positions, health, and ) ) o ) )
) ) Abusing spectator or camera bugs to Disrupting live matches with denial-of-
the instant an enemy appears, items through walls — “extra sensory ) ) ] ) )
i o -, scout enemy strategy in real time, as service attacks or remote intrusions, as
removing human reaction time perception” beyond what the game ) ) o
seen in the 2020 CS:GO coach scandal. in the 2026 Apex hacking incidents.

entirely. allows.



LATEST CASES - 2020-2026

Real Hacking Cases That Shook Esports

ZOWIE eXTREMESLAND — “forsaken”

OpTic India's player was caught with an active cheat tool. He deleted it during inspection, but officials restored the file. Result: 5-year competition ban.

ESL/DreamHack Coach Spy-Bug Scandal

37 CS:GO coaches, including from Mousesports and MIBR, were sanctioned by ESIC for exploiting a spectator camera bug to scout enemy spawns — bans

ranged from months to years.

Apex Legends Tournament Hack

A hacker calling himself “Destroyer2009” remotely injected aimbot and wallhack cheats into pro players' games mid-broadcast, exposing live anti-cheat

vulnerabilities.

CHAPTER 2 — SOFTWARE & HACKING



Ringers & Stand-Ins: The SEA Games Scandal

|II

During the 33rd SEA Games in Bangkok, Thai Arena of Valor player Naphat “Tokyogur

Warasin was caught with Discord screen-sharing active on a hidden phone mid-match.

Her boyfriend, fellow pro Kong “Cheerio” Sutprom, was secretly playing the match remotely

on her behalf — a classic “ringer” substitution.

Thailand's women's team was forced to withdraw. Naphat received a lifetime ban, and in
March 2026 a Bangkok court convicted both under computer-crime law, sentencing them to

three months' detention.

“They jeopardised the credibility of the country.” — Bangkok court statement, March 17, 2026

CHAPTER 3 — RINGERS, BOOSTING & STAND-INS

Identity Swap

A higher-skilled player competes under a registered
athlete's name or account.

Remote Control

Screen-sharing or remote-desktop apps let the ringer
play unnoticed on camera.

Real Penalties

Lifetime federation bans plus, increasingly, criminal
charges for fraud.



CHAPTER 4 - MATCH-FIXING

South Korea's StarCraft Match-Fixing Scandal

In 2015, StarCraft Il prodigy Lee “Life” Seung-Hyun — once the youngest-ever GSL

champion — was exposed for taking payments to deliberately throw matches.

Broker Sung Jun Mo paid Life to lose on cue, then profited by betting on the fixed THE PENALTY

outcomes through illegal gambling sites.

It remains one of the clearest examples of esports match-fixing triggering full criminal 18 months Prison sentence handed to Life

prosecution rather than just a competition ban.

$64,000 Criminal fine (equivalent)

3 ye ars Competitive ban on top of prison

Llfetlme Ban from all KeSPA tournaments

CHAPTER 4 — MATCH-FIXING & BETTING FRAUD



CHAPTER 5 - PERFORMANCE-ENHANCING DRUGS

The 2015 Adderall Doping Scandal

At ESL One Katowice 2015, a $250,000 Counter-Strike: Global Offensive tournament in
Poland, pro player Kory “Semphis” Friesen publicly admitted his Cloud9 team used Adderall

— a prescription ADHD stimulant — to sharpen focus and reaction time.
“We were all on Adderall... it was pretty obvious.”

His admission exposed a quiet, widespread practice across competitive gaming that had

never been publicly tested or policed.

CHAPTER 5 — DOPING & DRUG USE

WHY IT MATTERED

Esports demand split-second reflexes and hours of sustained
focus — exactly what stimulants enhance.

No tournament had drug-testing policies in place at the time.

Cloud9 publicly denied condoning the use; Friesen left the
team weeks later.



THE INDUSTRY RESPONDS

Building an Anti-Doping Framework

ESL Acts Fast

Within two weeks of Friesen's
admission, ESL banned drugs, alcohol
and PEDs from competition under

penalty of exclusion.

CHAPTER 5 — DOPING & DRUG USE

WADA Partnership

ESL partnered with the World Anti-
Doping Agency and Germany's NADA
to design official testing standards.

Skin & Saliva Tests

Random PED testing began at ESL One
Cologne 2015 and expanded to every
Intel Extreme Masters event.

Ongoing Vigilance

Today, the Esports Integrity
Commission (ESIC) monitors doping,
hacking, and match-fixing league-

wide.



CHAPTER 6

The Laws That Govern Esports

From private tournament rulebooks to national computer-crime statutes — how the legal world is catching up with

competitive gaming.
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THE LEGAL GREY AREA

Private Rulebooks vs. Public Law

Most esports “law” is actually private contract — only a few countries treat cheating as a crime.

PRIVATE GOVERNANCE

Tournament Rules & Publisher ToS

Enforced by leagues (ESL), publishers (Valve, Riot) & ESIC

Penalties: bans, fines, prize forfeiture, disqualification

Accepted via one-click Terms of Service — not public law

Fast to act, but limited to that game or league

CHAPTER 6 — THE LAWS THAT GOVERN ESPORTS

PUBLIC LAW

Criminal & Civil Statutes

Used when cheating involves fraud, hacking, or gambling crimes

Penalties: prison, criminal fines, asset forfeiture

Examples: Thailand's Computer Crime Act, South Korea's GIPA

Slower, jurisdiction-bound, but carries real deterrent power
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AROUND THE WORLD

How Different Countries Police Esports Crime

Country / Body

South Korea

Thailand

Germany

European Union

Global (private)

CHAPTER 6 — THE LAWS THAT GOVERN ESPORTS

Key Law / Authority

Game Industry Promotion Act (GIPA)

Computer Crime Act

eSport-Bund Deutschland (ESBD) Code

Digital Services Act, Art. 21

Esports Integrity Commission (ESIC)

Maximum Penalty

2 years prison + ¥20M fine

3 months—several years detention

€10,000 fine + expulsion

Right to appeal bans via dispute body

Bans up to lifetime, cross-league
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FROM SUSPICION TO SENTENCE

How an Esports Cheating Case Unfolds

© O ©O

Detection Investigation

Sanction

Anti-cheat software, referees, or League integrity bodies (ESIC) or

rival teams flag suspicious publishers review footage, logs &

behavior mid-match. hardware. lifetime.

CHAPTER 6 — THE LAWS THAT GOVERN ESPORTS

Competitive

Disqualification, prize forfeiture,

and bans — from months to

Criminal Referral

If fraud, hacking, or gambling laws
were broken, police and courts

get involved.

Sentencing

Fines, criminal record, or
imprisonment — as seen in
Thailand & South Korea.
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LOOKING AHEAD

Growth and Integrity Must Go Together

Money Raises the Stakes

As prize pools and sponsorships grow,
the incentive to cheat grows with them
— integrity systems must scale

alongside the money.

Private Oversight Has
Limits

ESIC and publisher anti-cheat teams act
fast, but enforcement stops at the edge

of their own platforms and leagues.

Real Law Adds Real
Deterrence

Criminal prosecution — as in Thailand
and South Korea — signals that esports
fraud now carries genuine real-world

consequences.

Trust Builds the
Audience

640M+ global fans only keep tuning in if
results feel fair — integrity is the

foundation of esports' next decade.



As esports grows into a multi-billion-dollar industry —

The Law Is Finally Catching Up

From private bans to criminal courts — fair play is becoming non-negotiable.

THANKS FOR WATCHING

LIKE - SUBSCRIBE - COMMENT YOUR TAKE ON ESPORTS FAIR PLAY
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